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Advisory Council Call to Action

Situation:

The insurance industry’s use of data is accelerating in scale, scope, and sophistication. Advanced analytics, artificial
intelligence, third-party data, and connected devices are reshaping underwriting, pricing, claims, and customer
engagement. Yet for many insureds, how their personal data is collected, used, shared, and protected remains unclear.

Complications:

Expectations around data rights and control are rising faster than industry alignment. Regulatory responses are emerging
unevenly across jurisdictions and are often not tailored to insurance-specific realities. Without a clear, common framework:
» |nsureds experience inconsistent transparency and protections

= |nsurers face growing compliance complexity and reputational risk

» |nnovation risks outpacing consumer trust

= Regulation is more likely to be reactive and prescriptive

Solution:

The advisory council will provide a neutral forum to inform insurers, intermediaries, technology providers, regulators,
and associations around a common, insurance-specific view of insureds’ data rights, balancing protection,
practicality, and innovation



Data Rights of Insureds
Background

As data’s value grows, getting data management, governance,

and rights have become a critical industry imperative

B More than 400 million terabytes of data is generated daily,
much of it personal and organizational data tied to
identifiable individuals and entities ( “Insureds”)

B A complex digital ecosystem continuously tracks,
aggregates, and exchanges individual and organizational
data, often without clear awareness or consent

B [nsurers obtain personal and organizational data both
directly from insureds and indirectly through third-party
sources

B Beyond operational use, insurance data is increasingly
viewed as a strategic asset that can drive differentiation,
customer experience, and new revenue

B Data and analytics investments have risen to the top of
insurance stakeholder priorities

Traditional concepts of data rights are blurring, creating
escalating regulatory, operational, and reputational risk

Adoption of Artificial Intelligence — myriad of intertwined
challenges around data rights, privacy, and ethics

Proliferation of Third-Party and Alternative Data — licensing
constraints, resale and reuse limitations, and heightened audit
and compliance risk

Embedded Insurance and Data-as-a-Service — data rights often
remain with distribution partners

Cloud and Multi-Tenant Architectures — data rights become
abstracted as control is enforced by architecture and metadata
and governance is embedded in platforms, not contracts alone

Modular Core Systems — data becomes fragmented across
multiple interchangeable modules and vendors
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Regulation & Safeguards

Background

Data Privacy Research Nt
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Signed Comprehensive State Data Privacy Laws — Business Obligations
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Despite significant progress on transparency, accountability, and individual rights, data privacy laws still
struggle with fragmentation, enforcement consistency, consent effectiveness, and technological change

Insureds’ Rights — access, deletion, correction, portability,
and opt out

Transparency & Accountability — collection, application,
processing, storage, governance and distribution

Security & Risk Management Standards — technical and
organizational safeguards, breach notification requirements
and security standards

Global Norms — global benchmarks, analogous frameworks
in dozens of countries and convergence around lawfulness,
data minimization, and user rights

Enforcement & Deterrence — administrative fines,
regulatory oversight, executive and board-level obligations
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Regulation & Safeguards

Despite significant progress on transparency, accountability, and individual rights, data privacy laws still
struggle with fragmentation, enforcement consistency, consent effectiveness, and technological change
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Rationale

Current data privacy laws have established minimum legal standards, but their fragmentation, uneven
enforcement, and poor fit for Al and modern data use create structural gaps that regulation alone cannot close
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Rationale
Limitations Data Bill of Rights Rationale Industry Benefits
Jurisdictional = Establishes single, portable standard of conduct across jurisdictions
Fragmentation m Reduces operational complexity by anchoring decision making to Reduced reliance on regulatory . .
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m Creat license to operate, especially in sensitive or

m Helps prevent reactive regulation driven by public distrust
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Project Plan

Insurance & Data Ownership

Advisory Council Engagement: Call to Action o 1 ] Ag ree on topic & assemble team

n:
he insurance industry's use of consumer data is accelerating in scale, scope, and sophistication. Advanced analytics, artificial
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many consumers, how their personal data is collected, used, shared, and protected remains unclear.

Complications:

Consumer expectations around data ownership and control are rising faster than industry alignment. Regulatory responses are emerging
unevenly across jurisdictions and are often not tailored to insurance-specific realities. Without a clear, shared framework:

i e e T  Relevant internal & external SMEs & stakeholders

*  Innovation risks outpacing consumer trust
* Regulation is more likely to be reactive and prescriptive

Opportunity: . . .
An industry-led C

L » Executive oversight and advisors
= Str jthe H

g Insurance & Data Ownership

. ‘E:‘ab\e re?;:;ons\ble‘ > Advisory Council Engagement: Objectives & Agenda .

Solution: Strengthen consumer trust and industry integrity by ishing clear data ip principles, advanci ible data 2 L} Defl n e p I a n & road m a p

The advisory council will practices, and guiding the insurance toward ethical, and use of personal it i

advocates around a sha
= Confirm the Mandate — clarify purpose, scope, & intended outcomes for a consumer-focused data framework

m Align on Core Principles — establish shared values that anchor the work in consumer trust & faimess O D e I |Ve ra b I es

m Define the Data Context — agree on what consumer data means in insurance & how it is used across the lifecycle

m Assess the Current Landscape — understand existing laws, regulations, & industry practices shaping data rights today S
° UCCess measures

= Identify Priority Cor

= Outline Core Consy{ A'/é;;b
= vaigatepracticaly] (- Insurance & Data Ownership N  Timeline & milestones
 Engage External Pd Advisory Council Engagement: Deliverables

® Define Success & A

N 3. Execute plan

Industry endorsed, principles-based Consumer Data Bill of Rights which can be voluntarily adopted by carriers,
istril and service providers, and referenced by regulators and policymakers as a baseline framework

® Clear, insurance-specific baseline — concise set of consumer data rights (scope & relevance)

+ Initiate plan — tasks, tools, & resources

m “Minimum viable rights” — common elements across lines of business and regulatory environments (lowest common
denominator the industry will support)

m Operational guidance — practical examples of how these rights will be supported across the insurance value chain

* Monitor progress — performance, scope creep, & roadblocks

® Governance model

defined structure for keeping the framework current as technology, data use, and regulation evolve

* Quality assurance — status meetings & feedback loops




	Data Rights of Insureds
	Data Rights of Insureds
	Data Rights of Insureds
	Data Rights of Insureds
	Data Rights of Insureds
	Data Rights of Insureds
	Data Rights of Insureds

